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ABSTRACT 
Since the inception of computer networks D.D.o.S attacks are very much prevalent. Distributed Denial-of-Service 

(DDoS) attacks originate from exploited clients controlled by a remote attacker. No matter, whether it is the case of 

Cloud Computing, Grid Computing, or any other computing paradigm, this DDoS attack is having its impression 

every where. Scientists and researchers have designed various strategies to mitigate these attacks, but in none of the 

case cent percent success has achieved. In this research paper we present an exclusive fool proof method for enhancing 

service availability. In this approach every I.P is given an access cap, to access particular resources. If the client 

machine is looking for more attempts than the request is send for remote attestation, thereby server grants further 

access. 

.  
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     INTRODUCTION 
A distributed denial of service attack is a special type of denial of service attack. The principle involves bombarding 

an I.P address with large amounts of traffic from multiple sources (although orchestrated from one central point). If 

the I.P address points to a Web server, then it may be overwhelmed. Legitimate traffic heading for the Web server 

will be unable to contact it, and the site becomes unavailable. Service is denied. The fact that the traffic sources are 

distributed - often throughout the world - makes a DDoS attack much harder to block than one originating from a 

single IP address. 

 

In this study we present a mechanism where every resource located on server is accessed a fixed number of time by a 

specific I.P. Once that fixed number is exhausted, resource can not be accessed by that I.P. This fixed access number 

is decided, by service provider. This fixed number (access cap)[5] can be high for those resources which are rarely 

accessed and average/low for those which are highly accessed. In cases where fixed access number is exhausted and 

further resource access is required than such request is send for remotely attestation by a third party (trusted 

computing), thereby granting further access (to a fixed number). 

   

What is Access Cap? 

Each client can access server resources any number of time, every time client requests for services, in turn server 

responses. Server is not aware about the fact whether the request is generated from computer or human. CAPTCHA 

(Completely Automated Public Turing test to tell Computers and Humans Apart) test proved to be a good step in this 

direction, but again advances in digital image processing made holes in CAPTCHA techniques as well . Now in this 

paper we are proposing  Fixed Access Number [5]technique, this technique states that any resources located on server 

can be accessed a fixed number of time by a specific I.P(of Client). After consuming that Fixed Access number, 

resources can not be further accessed, making server un available. Now, if an I.P wants to access resources further, it 

has to get attestation certificate thereby making that server available. In absence of attestation certificate that IP is 

blocked [2] and it can not access services further. Beside this at server location a blacklist of IP address is also 

generated and all such IP addresses are added to its stack. Unlike, other approaches this approach is best suited where 

sophisticated data is needed to be accessed. And, also where the frequency of access is comparatively less. 
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What is remote Attestation? 

Remote attestation is a method by which a client authenticates it’s hardware and software configuration to a server. 

The goal of remote attestation is to enable a remote system (challenger) to determine the level of trust in the integrity 

of platform of another system (attestator) 

 

 
 

Fig 1-Role of FAN 

 

ASSUMPTIONS IN THIS MODEL 
This model is based on the fact, that DDoS attacks can only be minimized, and various techniques are available for 

that. One such technique is fixing a quota for accessing such resources, and when such resources are exhausted a 

request can be made for re allocation of quota. This seems to be a fool proof technique as; client which accesses the 

resources is authenticated (attested) by another party. After attestation certificate being received at servers end a quota 

is re allocated else not.  

 
PROPOSED ALGORITHM 
Fixed parameters 

Client IP=a:b:c:d 

Server IP= u:v:w:x 

MaxR= Maximum request Client Can make=100 

If= MaxR<=100  

u:v:w:x = access 

Else  

u:v:w:x = Deny 

If   

u:v:w:x =Deny 

Goto –Attestation Certificate 

If  

Certificate=Granted 

Than 

u:v:w:x =access 

Else 

u:v:w:x = Deny 
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ALGORITHM EXPLAINED 
The CITFA[1] has certain shortcomings which are eliminated in this model. In this model we have provided an access 

cap and followed by remote attestation (if needed). In this algorithm we have chosen a server whose IP is for example 

u:v:w:x this server can be accessed by any number of machines, but at server level we have fixed rights to access to 

any fixed number of times(IN 24 Hrs). If that fixed number of time is exhausted, and the client is again requesting the 

server access, than that requested has to produce remote attestation certificate. Once this remote attestation certificate 

is received to server, a top-up of fixed number access is granted. Likewise we can prevent any big loss.  

 

SIMULATION 
We have used the above algorithm, server I.P which is denoted by u:v:w:x is taken as 64.233.161.83, client IP are 
multiple, which are accessing server resources,  when simulated in cloud sim  following results were obtained 

 

S No Client IP Server I.P Access 

Cap 

Server 

Accessed 

Remote 

Attestation  

Action 

1 192.168.1.1 64.233.161.83 100 80 Not Required No action needed 

2 192.168.1.2 64.233.161.83 100 50 Not Required No action needed 

3 192.168.1.3 64.233.161.83 100 70 Not Required No action needed 

4 192.168.1.4 64.233.161.83 100 10 Not Required No action needed 

5 192.168.1.5 64.233.161.83 100 3 Not Required No action needed 

6 192.168.1.6 64.233.161.83 100 60 Not Required No action needed 

7 192.168.1.7 64.233.161.83 100 10 Not Required No action needed 

8 192.168.1.8 64.233.161.83 100 40 Not Required No action needed 

9 192.168.1.9 64.233.161.83 100 50 Not Required No action needed 

10 192.168.1.10 64.233.161.83 100 00 Not Required No action needed 

11 192.168.1.11 64.233.161.83 100 40 Not Required No action needed 

12 192.168.1.12 64.233.161.83 100 100 Required Remote Attestation 

13 192.168.1.13 64.233.161.83 100 40 Not Required No action needed 

14 192.168.1.14 64.233.161.83 100 50 Not Required No action needed 

15 192.168.1.15 64.233.161.83 100 60 Not Required No action needed 

16 192.168.1.16 64.233.161.83 100 20 Not Required No action needed 

17 192.168.1.17 64.233.161.83 100 30 Not Required No action needed 

18 192.168.1.18 64.233.161.83 100 100 Required Remote Attestation 

19 192.168.1.19 64.233.161.83 100 50 Not Required No action needed 

20 192.168.1.20 64.233.161.83 100 50 Not Required No action needed 

21 192.168.1.21 64.233.161.83 100 100 Required Remote Attestation 

22 192.168.1.22 64.233.161.83 100 80 Not Required No action needed 

23 192.168.1.23 64.233.161.83 100 50 Not Required No action needed 

24 192.168.1.24 64.233.161.83 100 100 Required Remote Attestation 

25 192.168.1.25 64.233.161.83 100 50 Not Required No action needed 
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Fig 2. Simulation result on CloudSim 

 

It is evident from simulation result that in four cases out of random 25 IP taken from LAN, remote attestation is 

needed. After exhausting FAN which apparently is 100, the resources are blocked. This is done as it is suspected to 

be an activity of Bots, after attestation the services can be revoked.   

 

CONCLUSION 
In this paper we have designed a model for enhancing server availability or server uptime. As we have fixed the access 

number so any IP looking to access more than her fair share shall have to be pass attestation , after attesting it can 

access the resources further, else it will be blocked. This will block bot activities permanently, as bots may not be able 

to pass attestation. This will successfully prevent DDoS attacks, how ever it may take a small amount of time to re 

connect services while the attestation process is completed. This algorithm is not applicable for all the services where 

login expires after a fixed time, as attestation and re establishing services may take some time. How ever in such cases 

, user can re login and continue his session again. This model provides a major solution to CITFA [1] as every request 

having high frequency can not have the robotic origin. 
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